IDENTIFYING
PROLIFERATION
FINANCING

WHY SHOULD YOU BE CONCERNED WITH THE PREVENTION AND
DETECTION OF PROLIFERATION FINANCING

FINANCAIL
REPORTING
AUTHORITY

FEBRUARY 2020




Table of Contents

Ommyo w e

e

9L 06 L0 (ot () o VOO OO ROO 2
PUIPOSE oot R e e 3
Proliferation FINAnCING ... secesseesssssessssssesssesssesssessssssss s ssses s sssessssssssssssssssssssasssesssseses 4
What are the Relevant Obligations in respect of Proliferation financing? ........cccoueeeeseeereenees 7
How is Proliferation Finance different to ML and TF?......eeeeeesssesseessessesnnes 11
Why should you be concerned with the Prevention and detection of Proliferation

2000 T2 (o0 1 0V 13
Difficulties Faced in Identifying Proliferation Financing..........oonnnenenseneeseenseneens 19
Red Flags (To assist with awareness of potential proliferation financing).........cccceeeeesreeene. 20
CASE STUAY .veerereeeeereeeesseiees s es s s s R R R R s R e 25
Actions to mitigate Proliferation FINANCING ......cccoeomeneenseenneineiseesseesseessessssessssssessesssessssssssees 32
The Cayman Islands National Countering Proliferation Financing Structure.........ccccconee.... 35

Page 1 of 40



IDENTIFYING PROLIFERATION FINANCING

A. INTRODUCTION

As an international financial centre, the Cayman Islands is exposed to Proliferation
Financing (PF) arising from external and internal sources. Financial services accounts
for 40% of the GDP with majority of the financial services targeted towards non-
resident customers, which contribute to higher PF risks. There is currently no
evidence to suggest that Cayman Islands regulated entities are involved in financing
proliferation activities. However, whilst there may be no direct PF links, the exposure
of financial system when conducting business in the international financial market

poses PF risks.
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B. PURPOSE

This Guidance focuses on indicators of possible proliferation financing risks and
suggests tools that relevant institutions and businesses or professions should
implement and incorporate to counter proliferation financing.

This guidance is general in nature so you should also refer to the relevant, up-to-date
legislation as well as any other relevant guidance issued by competent authorities or
sector specific guidance where it is available.

This guidance does not constitute legal advice. As appropriate you should obtain
legal advice to assist in understanding your legal obligations.

A relevant institution includes?! —

* a body or person who is part of the regulated sector; or

*+ a person conducting relevant financial business, as defined in the
Proceeds of Crime Law (2020 Revision). See for activities falling
within the definition of relevant financial business.

Relevant business or profession means any of the following?:

e an auditor;

e a dealer in precious metals or stones;
e an external accountant;

e an independent legal professional;

e areal estate agent;

e a tax adviser; and

e a trust or company service provider

! Section 1 of Schedule 4 A of the Terrorism Law (2018 Revision)
2 Article 9 of The ISIL (Da’esh) and Al-Qaida (Sanctions) (Overseas Territories) Order 2016 as amended by The Sanctions (Overseas
Territories) (Amendment of Information Provisions) Order 2018, and in other Orders.
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D. PROLIFERATION FINANCING

Proliferation is the manufacture, acquisition, possession, development, export,
transhipment, brokering, transport, transfer, stockpiling or use of nuclear, chemical
or biological weapons and their means of delivery and related materials (including
both technologies and dual-use goods used for non-legitimate purposes), in
contravention of national laws or, where applicable, international obligations. It
includes technology, goods, software, services or expertise.

The Financial Action Task Force (FATF) working definition is that proliferation
financing refers to : the act of providing funds or financial services which are used, in
whole or in part, for the manufacture, acquisition, possession, development, export,
transhipment, brokering, transport, transfer, stockpiling or use of nuclear, chemical
or biological weapons and their means of delivery and related materials (including
both technologies and dual-use goods used for non-legitimate purposes), in
contravention of national laws or, where applicable, international obligations3

Of note, one of the key findings in a Royal United Services Institute (RUSI) and the
Association of Certified Anti-Money Laundering Specialist (ACAMS) Proliferation
Finance Survey* based on 366 unique responses from the global financial industry,
was that 81% respondents thought proliferation finance was primarily about the
procurement and financing of nuclear, chemical and biological weapons,

As the FATF definition suggests, proliferation financing is very broad and refers to
more than simply the payment for goods and includes any financial service provided
in support of any part of the procurement process (even if it is not directly connected
to the physical flow of goods). Financing can include financial transfers, mortgages,
credit lines, insurance services, middlemen services, trust and corporate services and

3 FATF, Combating Proliferation Financing: A Status Report on Policy Development and Consultation, 2010
* http://files.acams.org/pdfs/2020/ADT175_ACAMS_RUSI-Survey-Report-Documentation.pdf
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company formation. Proliferation financing can therefore be described as both a
financial crime risk and a sanctions risk®.

A report by the Center for a New American Security (CNAS)¢ divided the financial
elements of a Weapons of Mass Destruction (WMD) into three stages:

1)

3)

— during this stage, the proliferator raises funds for the
program through its domestic budget, perhaps supplemented with funds raised
by networks overseas or by criminal activity (conducted by or on behalf of state
actors

— in this phase, the proliferator transfers these
funds into the international financial system. If the country is not sanctioned,
this is straightforward. For states subject to comprehensive sanctions like North
Korea and Iran (prior to implementation of the Joint Comprehensive Plan of
Action (JCPOA), it is a major challenge.

In addition, in this stage, proliferators rely on extensive networks of businesses
(including front companies) and middlemen to obscure any connection on paper
to sanctioned countries. Countries use opaque ownership structures for evading
sanctions lists. Often proliferation financing involves companies in or near a
sanctioned country and accounts under the control of a foreign national (i.e. not
Iranian or a North Korean national) with sympathies to the sanctioned country.
This, combined with the use of false documentation, allows proliferators to
avoid detection.

— at this stage, the
proliferator uses these funds in the international financial system to pay for
goods, materials, technology, and logistics needed for its WMD program.
Throughout this third stage, international financial institutions (FIs) will be
involved in processing the related transactions.

It is important to note that proliferation involves not only the purchase of
weapons but also of individual goods and component parts that can be used to
develop weapons or missiles. This makes proliferation activities more difficult to
detect.

> Joshi, Dall, Dolzikova, Guide to Conducting a National Proliferation Financing Risk Assessment, RUSI Occasional Papers, May 2019
® Dr. Jonathan Brewer, The Financing of Nuclear and Other Weapons of Mass Destruction Proliferation, CNAS, January 2018, p.4.
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3.Dual Use Goods and Export Controls

Dual-use goods are items or technology that can have civilian and military or
proliferation applications. For example, hydrogen peroxide can be used for paper
bleach and missile propellant, while nickel aluminides can be used to manufacture
household glass containers and aircraft engine blade coating. Even if some goods do
not appear on export control® lists, they are still subject to restrictions if their end use

7Adapted from United Nations Office on Drugs and Crime (UNODC) — training Cayman Islands

& The Export of Goods, Transfer of Technology and Provision of Technical Assistance (Control) (Overseas Territories) Order 2004 as
amended by Order 2009. This Order brings together controls on the export or transfer of military and dual-use goods, software and
technology, controls on goods, software and technology related to weapons of mass destruction (WMD) and the provision of WMD-
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is for illicit proliferation purposes. Dual-use goods can be identified from lists
produced by the Wassenaar Arrangement on Export Controls for Conventional Arms
and Dual-Use Goods and Technologies. Other export control regimes include the
Nuclear Suppliers Group (nuclear technology), Missile Technology Control Regime
(category 1 - missile systems and production capabilities and category 2 includes
dual-use items), and the Australia Group (chemical and biological agents).

E. WHAT ARE THE RELEVANT OBLIGATIONS IN RESPECT OF
PROLIFERATION FINANCING?

1) International Obligations & Standards

(a) United Nations Security Council Resolution (UNSCR) 1540 (2004) -
broad-based provisions both prohibiting the financing of proliferation-
related activities by a non-state actor and requiring countries to establish,
develop, review and maintain appropriate controls on providing funds and
services, such as financing, related to the export and trans-shipment of
items that would contribute to WMD proliferation. Obligations under this
global approach exist separately and do not form part of FATF’s
Recommendation 7 and its Interpretive Note, and Immediate Outcome 11,
but do form part of FATF’s Recommendation 2 and are relevant in the
context of other FATF requirements on combating terrorist financing and
money laundering; and

(b) UNSCR 1718 (2006) and UNSCR 2231 (2015) and their (future)
successor resolutions - country-specific resolutions against the
Democratic People’s Republic of Korea (DPRK) and the Islamic Republic of
Iran (Iran).? The scope and nature of DPRK-related sanctions have been
expanded following the country’s repeated violations of UN resolutions.
On the other hand, UNSCR 2231 (2015), endorsing the Joint
Comprehensive Plan of Action (JCPOA), terminated previous provisions of
resolutions relating to Iran and WMD proliferation, including UNSCRs
1737 (2006), 1747 (2007), 1803 (2008) and 1929 (2010), but retained
Targeted Financial Sanctions (TFS) on a number of individuals and

related technical assistance. This order gives effect in the territories to Council Regulation (EC) No. 428/2009 of 5 May 2009 as amended
(repealed (EC) No. 1334/2000 of 22 June 2000).

° TFS under the country-specific approach fall within the scope of the FATF Recommendation 7. Other measures imposed under the
country-specific approach are not within the scope of FATF Recommendation 7 but are mandatory for UN Member States.
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(©)

entities designated pursuant to these resolutions and also established
new specific restrictions, including a number of other measures.

Proliferation financing-related provisions contained in UNSCRs of
both approaches are compiled and reproduced in their entirety in
Annex C of the FATF Guidance on Countering Proliferation
Financing.

FATF Recommendation 2 — countries should ensure that policy makers,
the financial intelligence wunit (FIU), law enforcement authorities,
supervisors and other relevant competent authorities, at the policy
making and operational levels, have effective mechanisms in place which
enable them to cooperate, and, where appropriate, coordinate
domestically with each other concerning the development and
implementation of policies and activities to combat money laundering,
terrorist financing and the financing of proliferation of WMD.

(d) FATF Recommendation 7 — Countries should implement targeted financial

()

sanctions to comply with UNSCRs relating to the prevention, suppression
and disruption of proliferation of WWMD and its financing. These
resolutions require countries to freeze without delay the funds or other
assets of, and to ensure that no funds and other assets are made
available, directly or indirectly, to or for the benefit of, any person or
entity designated by, or under the authority of, the United Nations
Security Council under Chapter VII of the Charter of the United Nations.

Targeted financial sanctions (TFS) are one component of a range of
UNSCR measures to counter the flow of funds to proliferation actors. The
full range of UN sanctions measures go beyond TFS to also include
activity-based financial prohibitions, economic or sectoral sanctions and
related financial prohibitions, and vigilance measures.
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For examples of information concerning restrictive measures against DPRK, please
see Annex VIII of Council Regulation EU 2017/15091! (reflected in the “The
Democratic People’s Republic of Korea (Sanctions) (Overseas Territories)
(Amendment) (No. 3) Order 2017)12, on luxury goods referred to in Article 10:

1. It shall be prohibited:
(a) to sell, supply, transfer or export, directly or indirectly, luxury goods as
listed in Annex VIII, to the DPRK;

(b) to import, purchase or transfer from the DPRK, directly or indirectly, luxury
goods, as listed in Annex VIII, whether or not originating in the DPRK.

2. The prohibition referred to in point (b) of paragraph 1 shall not apply to
travellers' personal effects or to goods of a non-commercial nature for travellers'
personal use contained in their luggage.

10 Adapted from United Nations Office on Drugs and Crime (UNODC) — training Cayman Islands
n https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:02017R1509-20171019&from=EN.
12 http://www.legislation.gov.uk/uksi/2017/1108/made/data.pdf
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II.

Overseas Orders in Council

UNSCRs 1718 (DPRK) and 2231 (Iran) are in force in the Cayman Islands
via “Orders in Council” (Orders) passed in the United Kingdom, namely
The Democratic People's Republic of Korea (Sanctions) (Overseas
Territories) Order 2012, SI 2012 No. 3066 and Amendments and The Iran
(Sanctions) (Overseas Territories) Order 2016, SI 2016 No. 371 and
Amendments.

Offences under these Orders include:

e making funds or economic resources available to a designated person
(except where an exemption applies or under licence);

* dealing with funds or economic resources that must be frozen (except
where an exemption applies or under licence);

e failing to comply with reporting obligations,

activities that circumvent an asset freeze, and

e breaches of licensing conditions.

Breaches of financial sanctions are considered to be a serious criminal
offence. Offences under the Orders carry a maximum of seven years
imprisonment on conviction on indictment, or to a fine or to both, or on
summary conviction, to imprisonment for a term not exceeding six
months, or to a fine not exceeding £5,000 or its equivalent or to both.

Domestic

The Proliferation Financing (Prohibition) Law, 2017 (PFPL) defines
proliferation as “the development or production, or the facilitation of the
development or production, of nuclear, radiological, biological or chemical
weapons or systems for their delivery”. Section 23A makes it an offence
for any person to provide funds and economic resources to fund
unauthorised proliferation activities; or to enter into or becomes
concerned in an arrangement which that person knows or suspects
facilitates, by whatever means, the acquisition, retention, use or control
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of funds and economic resources to fund unauthorised proliferation
activities.

The PFPL also states that persons who have funds in their possession
that are owned or controlled, directly or indirectly by a designated person
or derived from economic resources of a designated person must freeze
these funds immediately; and report to the FRA.

Section 2E of the law states that a person who fails to comply has
committed an offense. The sanctions are:

a. For the failure to freeze funds and economic resources:

e on summary conviction, a fine of $50,000.00; or

* on conviction on indictment, a fine of $70,000.00 or imprisonment
for a term of three years, or both.

b. For non-reporting of the details of frozen funds or economic resources
or actions taken in compliance with the prohibition requirements of
the relevant Security Council measures, including attempted
transactions:

e on summary conviction, a fine of $10,000.00.

The FRA, in relation to any country, has been given powers to issue
directions to any relevant persons; and persons operating in the financial
sector, concerning the unauthorised financing of proliferation once they
meet the conditions expressed in section S of the PFPL.

F. HOW IS PROLIFERATION FINANCE DIFFERENT TO ML AND TF?13

Terrorism Proliferation
Financing Financing
Use of illicit funds in Supports terrorist Acquisition of WMD
the regulated system activities

Money Laundering

B Table adapted from Jonathan Brewer (2017), Study of Typologies of Financing of WMD Proliferation, Kings College, London
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Source of Internally from within Internally from State-sponsored
funds criminal self-funding cells programs
organisations (centred on
criminal  activity)
and externally from
benefactors and
fundraisers
Favours formal Favours cash Favours formal
financial systems couriers or financial system
informal financial
systems such as
hawala and

Detection
Focus

Suspicious
transactions such as
deposits
uncharacteristic of
customer’s wealth or
the expected activity

Large amounts often
structured to avoid

currency exchange
firms

Suspicious
relationships, such
as wire transfers
between seemingly
unrelated parties

Small
usually

amounts
below

Individuals, entities,
states, goods and
materials, activities

Moderate amounts

reporting reporting threshold
requirements
Financial Complex web  of Varied methods Transactions look
Activity transactions often including  formal like normal
involving shell or banking system, commercial activity,
front companies, informal value- structured to hide
bearer shares, and transfer systems, origin of funding
offshore secrecy smuggling of cash
havens and valuables
Circular - money Linear - money Linear — money is
eventually ends up generated is used used to purchase
with the person who to propagate goods and materials
generated it terrorist groups from brokers or

and activities

manufacturers

While some risk indicators may overlap for ML and PF, for example PF transactions
may trigger ML risk indicators; sometimes the amounts are small and not all dual-use
goods cost large sums of money and fall below ML triggers. In addition, proliferation
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finance networks are aware of ML triggers and sometimes deliberately structure
payments, transactions and corporate architecture to avoid ML triggers.

G.

1)

2)

3)

WHY SHOULD YOU BE CONCERNED WITH THE PREVENTION AND
DETECTION OF PROLIFERATION FINANCING?

Proliferation financing facilitates the movement and development of
proliferation-sensitive goods. The movement and development of such items
pose serious threats to human life, the environment, infrastructure and, more
broadly, to international peace and security. Thus, countering the flow of funds
to proliferation actors (both state and non-state actors, such as terrorists
groups) play a vital role in combating the proliferation of WMDs.

A sample of publicised cases gives an indication of reputational damage which
may cause investors to shy away from a jurisdiction perceived as accessible to

proliferators.
Caribbean case studies of proximate risk include:

o Actual and attempted violations of the UN arms embargo on DPRK which
involved entities registered in Caribbean jurisdictions.
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Why PF matters: sample of publicized cases
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(i) Caribbean entity & attempted UN arms embargo violation14

=

A *
DPRK bank &, :
[ St |

account Wang Dewen \‘,/V/ Z \\Q\&
’ \ | A\ iy
;/S
== /—\
N[ LA
DPRK Military 22 [

False End Use
declaration

rs

Logistics Company

“Korea 21 Trading
Corporation” aka

“Korean Pioneer 3
Technology IReput(z:irlia.le,
Corporation” arge mss”e
company “A \ )

This case was documented in the UN Panel of Experts 2016 Final Report. It concerns
an entity, HK Conie, that had been registered in a Caribbean jurisdiction and then
later in Hong Kong.

HK Conie attempted to procure highly sensitive and technologically advanced goods
that were subject to UK government export control licencing due to their military use.
The Panel described these items in their report as “optical sensors” that are used in
Unmanned Aerial Vehicles (UAV). While HK Conie claimed to be procuring this
technology for a large, reputable Chinese company in the export licensing
documentation, the Chinese company “A” refuted this assertion contained within the
forms submitted to the UK manufacturer by HK Conie. Instead, the Panel documented
how HK Conie was intending to violate the UN arms embargo by supplying the UAV
technology to a DPRK military logistics company that they have a long association
with, according to transport and finance documentation.

“ Adapted from Kings College London — training Cayman Islands
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This company is documented in the Panel report as Korea 21 Trading Corporation, an
alias for Korean Pioneer Technology Corporation which operated as the DPRK’s
leading developer of both UAVs and undersea unmanned vehicles, as well as
supplying software and hardware to the DPRK military. HK Conie originally registered
in a Caribbean jurisdiction and then in Hong Kong, complete with the related bank
accounts, but it also had an account in DPRK for a time. HK Conie was denied the
arms export licenses from the UK. However, it was able to operate for many years and
source different items from global markets on behalf of the DPRK.

(i) HK Conie as a Caribbean company in transport documentation for
shipments to the DPRK

9‘3,‘—.",’.'—,'* HK CONIE TECHNOLOGY CO.,LTD.

Add: P.0.Box 957, 0ffshore Incorporation C entre, Road Town, Tortola, British Virgin Island
Comespondence address: 1-26-1, No. 247-2 South Shengli RD, Heping District, Shenyang, PR. China
Tel: +86 24 25433066 Fax: + 86 2425483266 E-mail: _conie shya@yahoo.com

Packing List
Consigner : HK CONIE TECH Portofloading : SHENYANG
Conignee : KOREA 21 TRADING COMPANY - Port of Destination: PYONGYANG
Date ..2012.1.18 Name of Vesel e

Total number of package: 3 PCS

HK CONIE TECHNOLOGY CO.,LTD
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Example from an HK Conie packing list which was for goods sent to DPRK in 2012.
Note how HK Conie draws attention to the Caribbean jurisdiction in which it claims to
be registered, as well as providing its address in China.

jurisdiction-registered entity

(iii)HK Conie letterhead in 2015 - still advertising as a Caribbean

Py YVrT
el W F W T W

Add:

HK CONIE TECHNOLOGY CO.,LTD.

.Box 957 Offshore Incorporation Centre, Road Town, Tortola, British Virgin Island |
Correspondence address: 3-10,Chuangfu Zhongxin, Xingshun RD, Tiexi District,
Tel: + 86 24 2331 6355

IShenyang, P.R. China
Fax: + 86 24 2332 7366

E-mail: conie888@126.com

A 4
Add: P.O.Box 957,0ffshore Incorporation Centre, Road Town, Tortola, British Virgin Island

(ivyHK Conie’s invitation to DPRK company Pioneer indicates North
Koreans working for HK Conie

s Tt

HK CONIE TECHNOLOGY CO.,LTD.
Add: RM310 Chuangfu Centre, 56-4 Xingshun Street, Tiexi Distr Shenvang CHINA
Tel: + 86 24 2548 3688 Fax: + 86 24 2548 3688 E..,..i
" 5 in.pak@163.com
==
FT ) 7 Em A EAL > o)A 2} vkl $) 2] 4§ <) ol &
gistol ZMAAPZI@SAL FAV DAY E X 3 el AY
AAFTL TF4eNA], AFaled F-elF VaFos =3y
=R 2013 29 20 ¥95-¢ 15 U

20133 19N 15

For and on behalf of

HK CONIE TECHNOLOGY CO., LTD

/,)f Gt <

Anthorised Signammreis)

The above was an invitation from HK Conie to the North Korean military logistics

company Pioneer to visit HK Conie premises in China. The Caribbean jurisdiction
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address is not included in this letterhead, but it is the same company name. You will
note that the contact email address of for reply to HK Conie was an individual with a
North Korean name at a Chinese-registered email address. This strongly suggests that
this company, first registered as a Caribbean entity before registering in Hong Kong,
at the very least employed North Koreans. This may also be an example of “nesting”
when North Koreans occupy key roles in a foreign-owned and registered company and
therefore assume de facto control of that entity.

(v) HK Conie: Caribbean visibility

FERIC
" B IR

Tasty. W 7 i 26w

S0 ER TY SETSE B BT W

DAT O 106~

SRR 20106196807 260930

Chinese identity card provided to Caribbean authorities
Source: https://www.undocs.org/S/2016/157

Mr. Dewen Wang’s identity card published in the UN Panel of Experts 2016 Final
Report to the Security Council where additional information on this case may be
found. The registration of HK Conie in the Caribbean jurisdiction was the first
concrete step in the establishment of a proliferation finance architecture that led to
the creation of new companies and bank accounts in Hong Kong, China and DPRK.
The Caribbean jurisdiction officials would not have had oversight of Mr. Wang’s
activities in the areas described following registration. In addition, HK Conie
continued to use its Caribbean address on company letterhead paper some years after
it had been de-registered as a company by that name in the Caribbean jurisdiction.

(vi) Lessons learned

e Jurisdiction-hopping is an observable trend within DPRK proliferation finance
networks

e Commonalities provide for a number of typologies and risk reduction strategies
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H.

DIFFICULTIES FACED IN IDENTIFYING PROLIFERATION
FINANCING!5

e A growing trend in the purchase and sale of elementary components, as
opposed to whole manufactured systems. The individual elementary
components may also have legitimate uses (dual-use goods), making their
identification for illegitimate purposes even more problematic.

* Dual-use goods are difficult to identify, requiring specialist knowledge and can be
described in common terms with many uses such as ‘pumps’.

* Networks through which proliferation-sensitive goods may be obtained tend to be
complex. This, combined with the use of false documentation, allows for
proliferation sensitive goods, the entities involved, the associated financial
transactions and the ultimate end-user to avoid detection. Front companies,
agents and other false end-users are often used to cover up the ultimate end-
user.

* Risk of proliferation financing is more likely to be present in cases where the
source of funds is legal and the end-user of a type of goods involved is
obscured, making identification of such activities difficult.

In addition, identifying PF is not limited to individuals and entities designated on
sanctions lists and may involve other actors with no immediately obvious
connection to designated entities and individuals, and can be disconnected from
the physical flow of proliferation-sensitive goods. Also detection is difficult because
most transactions occur within normal business transaction pathways, and can be
masked with all legitimate transactions.

 http://calert.info/details.php?id=1671
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I. RED FLAGS (TO ASSIST WITH AWARENESS OF POTENTIAL
PROLIFERATION FINANCING)

I. What makes it suspicious?

Customer

Transaction

Transaction
concerns dual use,
proliferation-
sensitive or
military goods
whether licensable
or not.

Transaction
demonstrates a
link between
representatives of
companies
exchanging goods
€.g. same owners
or management, in
order to evade
scrutiny of the
goods exchanged.

Transaction
involves the
shipment of goods
inconsistent with
normal geographic
trade patterns i.e.
where the country
involved does not
normally export or
import the types of
goods concerned.

Order for goods is
placed by firms or

Documentation/Other

Inconsistencies in
information contained in
trade documents and
financial flows e.g.
names, addresses, final
destination etc.

Use of fraudulent
documents and
identities e.g. false end-
use certificates and
forged export or re-
export certificates.

Declared value of
shipment under-valued
in relation to shipping
cost

Trivial description on
customs
declaration/export
licence e.g. agriculture,
electronics and pump
(without further
explanation of
purpose/use).

Missing documentation.

Technical description
altered.

Transaction involves
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individuals from
foreign countries,
other than the
country of the
stated end-use

Transaction
involves financial
institutions with
known deficiencies
in AML/CFT
controls and/or
domiciled in
countries with
weak export
control laws or
weak enforcement
of export control
laws

Unexplained time
differences with
obviously
connected
transactions.

Lack of
information on
counterparty.

Involves a
suspicious state,
or a location close
to suspicious
State.

Uncertainty as to
ultimate beneficial
owner, or end-
user.

Large transaction

shipment of goods
incompatible with the
technical level of the
country to which it is
being shipped, (e.g.
semiconductor
manufacturing
equipment being shipped
to a country that has no
electronics industry)

Secondary data
connected to targeted
person (address, phone
number)

Ex works delivery, i.e.
the manufacture does
not take care of the
shipment.

A freight forwarding firm
being listed as the
product’s final
destination.

Circuitous route of
shipment (if available)
and/or circuitous route
of financial transaction;

Final destination or end-
use unclear.

Trade finance
transaction involves
shipment route (if
available) through
country with weak
export control laws or
weak enforcement of
export control laws;
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The presence of a single red flag may not automatically make a transaction
suspicious. However, combination of red flags with other indicators might warrant
you to conduct a deeper investigation. You have an obligation to submit a Suspicious
Activity Report (SAR)16 to the FRA to report any suspicious or potentially suspicious
Please refer to the FRA Guidance on Preparing & Submitting High

transactions.

from a personal or

diplomatic .

account.

Wire instructions or
payment from or due to
entities not identified on
the original letter of
credit or other
documentation

Pattern of wire transfer
activity that shows
unusual patterns or has
no apparent purpose

Quantities below
reporting thresholds in
the context of multiple
transactions.

quality Suspicious Activity Reports (available from the FRA website).

II. Trade-related transactions indicative of Possible PF!7

Highly indicative of PF

Moderately indicative of
PF

Involvement of front
companies, also shell
companies (e.g.
companies that do
not have a high level
of capitalization or
display other shell
company indicators
such as absence of

16 Available from the FRA website http://fra.gov.ky/contents/page/4

Weakly indicative of PF

e Based on the
documentation
obtained in the
transaction, the
declared value of the
shipment was
obviously under-

valued vis-a-vis the
shipping cost

'7 Jonathan Brewer (2017), Study of Typologies of Financing of WMD Proliferation, Kings College, London
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18
The relevant WMD export control regimes are the Nuclear Suppliers Group (NSG), Missile Technology Control Regime (MTCR), and the Australia Group

(AG)

online or physical
presence)

Involvement of a

small trading,
brokering or
intermediary
company (may be
carrying out
business
inconsistent with
their normal
business)

Customer is a
manufacturer/dealer
in products which
are subject to export
controls

Customers or
counterparties to
transactions are

linked (for example
they share a

common physical
address, IP address
or telephone

number, or their
activities may be
coordinated)

Description of goods
on trade or financial

documentation is
non-specific,
innocuous or
misleading

Evidence that

Inconsistencies in
information contained
in trade documents
and financial flows,
such as names,
companies,
addresses, final
destination etc.

Customer
vague/incomplete on
information it

provides, may be
resistant to providing
additional

information when
queried

New customer
requests  letter of
credit transaction

awaiting approval of
new account

Wire instructions or
payment from or due
to parties not
identified on the
original letter of credit
or other
documentation
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documents or other
representations (for
example relating to
shipping, Customs,
or payment) are fake
or fraudulent

e Transaction involves
financial institutions
with known
deficiencies in
AML/CFT  controls
and/or domiciled in
countries with weak
export control laws
or weak enforcement
of export control
laws

e Transaction involves
individuals or
companies
(particularly trading
companies) located
in countries with
weak export control
laws or weak
enforcement of
export control laws

You need to properly understand your PF risk in order to be able to decide what
measures to take to mitigate them, and the trade-related indicators above can be used
to identify and classify potential threats and vulnerabilities. You should have your
own policy regarding risk assessments. In addition, PF should be included as a
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specific financial crime risk when providing training or conducting exercises to
enhance staff awareness.

You can also use the table to strengthen due diligence procedures aimed at combating
PF. As stated above, identifying PF is difficult because most transactions occur within
normal business transaction pathways, and can be masked with all legitimate
transactions. Depending on your business model you could incorporate the trade-
related indicators into Know Your Customer (KYC) procedures, transaction screening
procedures, transaction monitoring systems and suspicious activity investigations,
regulatory reporting procedures, and due diligence connected to trade finance
operations.

J. CASE STUDY

AML and proliferation finance indictors lead to declined wire
transfer by the Banque de France

I. Case detalils:

This case study shows how AML risk indicators, and later, through the bank
query, Proliferation Finance risk indicators led to a wire transfer rejection. The
wire transfer was rejected by the Banque de France. This case was investigated
by the UN Panel of Experts and was documented in the Panel’s 2013 Final
Report to the UN Security Council.

Risk indicators: AML

e Unusual and relatively high value single wire transfer worth more than € 1,
357, 528 in Central African (CFA) Francs.

Risk indicators Proliferation Finance, DPRK

e Recipient had a Korean name
e Recipient listed as a diplomatic representative of “Korea embassy” in Beijing
e Payment description included the phrase “military materials”

Any two of these three indicators should automatically trigger a review and
further query
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II. Background: prohibited military repairs and transfers of equipment in
200819

*— mx
e
*oYoYolo =

©
.4,

In early 2008 the Republic of Congo military procurement agency signed a contract
ultimately worth more than 3.4 million euros with the North Korean People’s Army for
the repair and upgrade of a wide variety of tanks and other military equipment. The
contract involved significant numbers of North Korean technicians and repair
equipment, as well as spare parts which were later transported via China on
commercial passenger airlines and global container shipping lines.

This was an UN-prohibited activity, decreed as illegal by the UN Security Council under
resolution 1718 in 2006.

19 Graph adapted from Kings College London — training in the Cayman Islands
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III.

Background: prohibited project logistics managed by DPRK Embassy and
diplomats in Brazzaville

Accommodation and Working
Area of DPRK Personnel
TS L GRRE Ae VO

’

Most of the logistics for this prohibited activity, including some of the negotiations for
the contract itself, were handled by the DPRK Embassy in Brazzaville. The UN Panel
identified a team of DPRK diplomats, including military officers with diplomatic
accreditation who were responsible for organizing the visa and transportation of more
than 40 DPRK technicians, as well as the ordering of spare parts and the day to day
management of the secret project which was housed in a restricted access military
compound in Brazzaville where the co-located technicians worked and lived.
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IV. Background: prohibited project logistics managed by DPRK Embassy and
diplomats in Brazzaville

WIRE

TRANSFER

" -
m

Bank of Congo

v

When it came to the financing, the DPRK Embassy in Brazzaville instructed the Congo
Ministry of Defence to direct prohibited project financial transfers to the DPRK
Embassy in Beijing, to one of its diplomats there who held an account with a large
private Chinese bank that was originally orientated to small businesses.
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V.

Rejected wire transfer: AML and proliferation finance indictors lead to
declined wire transfer by the Banque de France

La somme de Francs CFA : Huit cent quatre vingt dix millions quatre cent qualre vingt mille six cent quarante .

_{890.480.640) _
Contre valeur en Euro : ‘.Un milfion trois cont cinquante sepf mille cing cent vingt huit euros quatre vingt dix huit
(1.357.528,98)
Bénéficiaire ; KIM KYONG HO

Adresse ;| Attaché commercial in Korea Embassy In Beifing, District Chaoya

Banque:  |NTERMEDIARY BANK
BENEFICIARY'S BANK:
.; BIC :
/ ACCOUNT N°:
‘Adresse : BEIING, DISTRICT XIDANG

Objet du transfert:___ Remise en bla! des malériels militsires suivant décomple n®1 du 05/03/2008

This is the form that accompanied the requested wire transfer. The relatively large
sum of money and its unusual transfer to a private account at Chinese bank may
have provided several AML risk indicators for the Banque de France, although there
were other correspondent banks involved. However, as mentioned earlier, the form
itself provides a number of proliferation finance risk indicators within the DPRK
context. Firstly, the beneficiary is a Korean national and his title and address is the
commercial attache at the “Korea Embassy” in Beijing. The final risk indicator may be
found in the description of the payment which lists “military materials” in French.
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VI. Result: Attempted wire transfer is blocked by the Banc de France

WIRE

TRANSFER

v

-
i
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VII. Background: DPRK Embassy in Brazzaville instructed Congo Ministry of
Defence to direct prohibited project financial transfers to DPRK Embassy
and diplomats in Beijing

i
€ 3.4 million m 7
—

Bank of Congo account /
“Military Representation /

KOffice, Embassy of /

N

\ 4

However, after the wire transfer was rejected, in July 2008 a Bank of Congo account
was established in the name of the “Military Representation Office, Embassy of
Korea”. The account remained open until May 2010 when the DPRK’s prohibited
projects in Congo were more openly identified through an arms seizure in 2010
aboard the vessel Westerhever. According to invoices obtained by the Panel and
confirmed by the Congolese authorities, more than 3.8 million was transferred to
DPRK representatives. The Panel was unable to obtain further information on the
routing of these funds.

Page 31 of 40



VIII. Case Highlights

This case is important as it highlights the role of DPRK Embassies and
diplomats in proliferation financing as well as procurement and acting as
logistics hubs for prohibited activities in the nuclear, missile and conventional
arms fields. It highlighted the preference for private, individuals bank accounts
held by DPRK diplomats in China, a pattern the Panel was to see in many other
investigations in Africa and the Middle East. However, this is an early case and
it highlights how the DPRK and their foreign partners responded to successfully
transfer more than 3.4 million euros out of the Republic of Congo.

It is important to note that since 2008 DPRK diplomats and overseas bankers
have established far more sophisticated techniques and the means of
establishing bank accounts through proxies in China, Hong Kong and many
other jurisdictions, frequently involving shell companies to conceal ultimate
beneficial ownership or control.

UN sanctions now limit the number of bank accounts that may be held by
DPRK diplomats and Embassies to one bank account and provide for the
freezing of accounts if there are grounds for suspicion of prohibited activities.

Source: 2013 Final Report of the UN Panel of Experts established pursuant to
resolution 1874 (2009)
https://www.un.org/securitycouncil /sanctions /1718 /panel experts/reports

K. ACTIONS TO MITIGATE PROLIFERATION FINANCING

e Accept that proliferation finance is a common problem - from the British
Virgin Islands through to Hong Kong with many major financial centres used
for proliferation finance transactions due to the unwitting involvement of
many correspondent banks; that North Korean proliferation finance
transactions have been regularly conducted via a wide variety of regional and
global banks and other financial institutions; and associated shell
companies are established in many offshore jurisdictions but also in the
territories of Member States of the UN Security Council. So that you can
develop robust AML standards and enforcement routines to reduce systemic
exposure, include counter-proliferation financing considerations in:

o Employee training programmes

o Client and business risk assessments
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Compliance programmes with senior management oversight
Know Your Customer procedures

Transaction monitoring programmes

Reporting procedures

Develop situational awareness around various sanctions regimes by
reading Panel of Experts reports. This is very important as screening
the consolidated list is not enough to detect proliferation and its
financing. Even if you carry out appropriate CDD on clients, which
includes screening names of clients and clients’ counterparties,
including shipping companies, beneficiaries of letters of credit and
freight companies, against the consolidated list this is still not enough
because the names of entities or individuals on sanctions lists rarely
appear in financial transactions. This will also help with broadening
your understanding of traditional North Korean names. In addition, on
paper, a transaction is rarely directly connected to a sanctioned
country.

Conduct risk assessment of customers and products and geographic
location.

Know Your Customer

e For new and existing customers:

o

@)
@)
@)

Check customer identity

Obtain proof of declaration

Determine ultimate beneficial owner

Include proliferation financing-specific questions in due diligence
evaluations.

Note any involvement in WMD technology supply chains

Identify if any export control regulations apply

Be alert to the possibility that your customers may be engaging in, or
facilitating, proliferation activities

Assess due diligence practices of clients working with sensitive goods.
Assess client geographic activity and relations.

Identify proliferation financing sensitive goods and activities

O

Ensure trade finance is integrated into compliance procedures.
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Identify final destinations of goods and finances.

Draw on  export-control regime lists, and any  other
industry/component lists.

Engage in  partnerships with other relevant industries
(insurance/shipping).

Understand your geographic and activity exposure to proliferation
financing risks

O

Consider the importance of local market to international financial
services.

Evaluate relation/proximity to proliferator threat.

Understand and assess own business exposure.

Assess exposure to key trading hubs (strength of export/customs
controls) and trade finance.

Enhanced due diligence on: high-risk jurisdiction areas, client highlights
concern, entity of concern involved is on watch list, usually currency or
routes of payments and dual-use goods. Enhanced due diligence checks
include:

@)
@)
@)

The origin of funds and the identity of the ultimate beneficial owner
That the wire is consistent with expected behaviour

Online open source image research of the address to determine
whether the business premises matches the nature of the business
Open source research of the address, telephone number, names and
emails to identify companies using the same details and news articles
and other information on the entity

Examine entity on company registries, World Check etc., Panama
Papers and other online resources to understand the nature of the
entities business

Asset freezing is important to counter proliferation finance as it is not only
act as deterrence to non-designated individuals and entities to assist but
promotes international cooperation and forces proliferators to engage in
riskier costly alternatives.

O

A significant obligation under our domestic legislations is for you to
freeze without delay and without prior notice, the funds or economic
resources owned, held or controlled by a designated person. You are
also prohibited under Orders, and domestic legislation from:
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o dealing with the funds or economic resources belonging to or owned,
held or
controlled by a designated person,
o making funds or economic resources available, directly or indirectly,
to, or for the benefit of, a designated person, or
Engaging in actions that directly or indirectly circumvent the financial
sanctions.

O

e You must submit a Suspicious SAR to the FRA to report any suspicious or
potentially suspicious transactions.

e As soon as practicable, if you know or have a reasonable cause to suspect
that a person is a designated person or has committed an offence under any
sanctions legislation, complete and submit a Compliance Reporting Form
(CRF) to the FRA at financialsanctions@gov.ky.

L. THE CAYMAN ISLANDS NATIONAL COUNTERING PROLIFERATION
FINANCING STRUCTURE

Structure Role

UK Foreign & Commonwealth Office e Negotiates all international
sanctions for Cayman Islands.

The Governor e Cayman Islands competent
authority for implementing
financial sanctions (certain

functions delegated to the FRA).

Anti-Money Laundering Steering Group e The body responsible for the
(AMLSG) general oversight of anti-money
laundering (AML), counter

financing of terrorism (CFT) and
counter proliferation financing
(CFP) policy in the Cayman
Islands.
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Inter-Agency Co-ordination Committee
(IACC)

e Responsible, at the operational
level, for the implementation of
AMLSG  policies; inter-agency
cooperation and coordination with
respect to AML, CFT and CFP.

e Assessing and  proposing of
persons or entities for designation.

Supervisory Authorities:

e Cayman Islands Monetary Authority
(CIMA)

e Department of Commerce and
Investment (DCI)

e The Cayman Attorneys Regulation
Authority (CARA)

e Cayman Islands Institute of
Professional Accountants (CIIPA)

e Regulate relevant institutions,
relevant businesses and
professions. Can enforce

administrative fines.

The Financial Reporting Authority (FRA)

e Coordinating the implementation
of financial sanctions.

e Designated body to  receive
financial sanctions reports as
delegated by the Governor.

¢ Receiving and analyzing SARs.

e Monitor persons operating in the
financial sector for the purpose of
securing compliance with the
PFPL.

e Issue directions under the PFPL to
any relevant persons; and persons
operating in the financial sector.

e Empowered to impose penalties for
failure to comply with
requirements under the PFPL.

Customs and Border Control (CBC)

e Implements trade sanctions and
embargoes, and travel bans
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e Control shipment at border,
provide licence and expertise on
dual-use goods

Financial Crime Unit

e Conduct criminal investigation
and pursue civil penalties

Proliferation Inter-Agency Group (PIAG)

e Ensure coordination and
cooperation in the area of PF and
to help equip relevant institutions,
relevant businesses and
professions to better understand
and mitigate PF Risk.

e To exchange information for the
development and implementation
of PF policies and to keep abreast
of risks, trends, and findings in
the area of PF.
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Resources

The Cayman Islands Money Laundering Typologies & Trends 2019; Anti-Money
Laundering Unit (AMLU)

Guidance Notes Amendments (countering Proliferation Financing) September 2019;
Cayman Islands Monetary Authority (CIMA)

Study Red flags indicators on Proliferation financing; Compliance Alert

Guidance Notes Counter Proliferation Financing; Department of Commerce and
Investment

The Financing of WMD Proliferation: Conducting Risk Assessments, Dr Jonathan Brewer,
CNAS, November 2018:

The Export of Goods, Transfer of Technology and Provision of Technical Assistance
(Control) (Overseas Territories) Order 2004 as amended by Order 2009, Dual Use List

FATF Guidance on Counter Proliferation Financing (February 2018)

Study of Typologies of Financing of WMD Proliferation, Kings College, London, Dr
Jonathan Brewer (2017),

Guide to Conducting a National Proliferation Financing Risk Assessment, RUSI
Occasional Papers, May 2019, Joshi, Dall, Dolzikova,

United Nations Security Council Resolutions — 1540, 1718 and 2231

Page 38 0of 40
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https://calert.info/details.php?id=1671
http://www.dci.gov.ky/powerpanel/laravel-filemanager/files/6/5e31db23c432b.pdf
https://s3.amazonaws.com/files.cnas.org/documents/CNASReport-FoPRiskAssessment-FINAL-min.pdf?mtime=20181030125029
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:02009R0428-20181215&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:02009R0428-20181215&from=EN
http://www.fatf-gafi.org/media/fatf/documents/reports/Guidance-Countering-Proliferation-Financing.pdf
https://www.kcl.ac.uk/news/final-report-typologies-of-proliferation-finance
https://rusi.org/sites/default/files/20190513_guide_to_conducting_a_national_proliferation_financing_risk_assessment_web.pdf

Annex 1

Proceeds of Crime Law (2020 Revision) - Schedule 6

Activities falling within the Definition of “Relevant Financial Business”

Any activity related but not limited to —

1.

O

10.
11.
12.

Acceptance of deposits and other repayable funds from the public.
Lending.

Financial leasing.

Money or value transfer services.

Issuing and managing means of payment (e.g. credit and debit cards, cheques,
traveller’s cheques, money orders and bankers’ drafts, electronic money).

Financial guarantees and commitments.
Trading in —

(a) money market instruments (cheques, bills, certificates of deposit,
derivatives etc.);

(b) foreign exchange;

(c) exchange, interest rate and index instruments;
(d) transferable securities; or

(e) commodity futures trading.

Participation in securities issues and the provision of financial services related
to such issues.

Advice to undertakings on capital structure, industrial strategy and related
questions and advice and services relating to mergers and the purchase of
undertakings.

Money broking.
Individual and collective portfolio management and advice.

Safekeeping and administration of cash or liquid securities on behalf of other
persons.
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13.
14.

14A.

14B.

15.

16.

17.

18.

19.

20.

21.
22.

Safe custody services.

Financial, estate agency (including real estate agency or real estate brokering),
legal and accounting services provided in the course of business relating to —

(a) the sale, purchase or mortgage of land or interests in land on behalf of
clients or customers;

(b) management of client money, securities or other assets;

(ba) organization of contributions for the creation, operation or
management of companies;

(¢) management of bank, savings or securities accounts; and

(d) the creation, operation or management of legal persons or
arrangements, and buying and selling of business entities.

Undertaking property development within the meaning set out in section 2 of
the Trade and Business Licensing Law (2019 Revision) and the subsequent sale
of that property without using a real estate agent or broker.

Undertaking property investment without using a real estate agent or broker.

The services of listing agents and broker members of the Cayman Islands Stock
Exchange as defined in the CSX Listing Rules and the Cayman Island Stock
Exchange Membership Rules respectively.

The conduct of securities investment business.

Dealing in precious metals or precious stones, when engaging in a cash
transaction that is equivalent to fifteen thousand United States dollars or more.

The provision of registered office services to a private trust company by a
company that holds a Trust licence under section 6(5)(c) of the Banks and Trust
Companies Law (2020 Revision).

Otherwise investing, administering or managing funds or money on behalf of
other persons.

Underwriting and placement of life insurance and other investment related
insurance.

Providing virtual asset services.

Operating a single-family office.
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